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e

 7th
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n
n

u
al  

D
e

vS
e

cO
p

s C
o

m
m

u
n

ity S
u

rve
y

A
s th

e
 lo

n
g

e
st an

d
 larg

e
st ru

n
n

in
g

 su
rve

y o
f 

D
e

vS
e

cO
p

s p
ractice

s in
 th

e
 in

d
u

stry, o
u

r 2
0

2
0

 

su
rve

y h
ad

 5
,0

4
5

 re
sp

o
n

d
e

n
ts fro

m
 o

ve
r 70

 

d
i!

e
re

n
t co

u
n

trie
s.

O
nce ag

ain, w
e to

o
k a lo

o
k at the d

i!erences 

b
etw

een m
ature and

 im
m

ature D
evO

p
s p

ractices, 

b
ut ad

d
ed

 a new
 tw

ist to
 exp

lo
re ho

w
 tho

se m
atu-

rity levels im
p

acted
 d

evelo
p

er d
elig

ht. T
ho

se o
rg

a-

nizatio
ns w

ith m
ature p

ractices b
enefited

 the m
o

st 

fro
m

 hig
her rates o

f jo
b

 satisfactio
n, em

p
lo

yee
 

lo
yalty, and

 d
evelo

p
er p

ro
d

uctivity. 

W
e

 also
 d

isco
ve

re
d

 th
at h

ap
p

ie
r d

e
ve

lo
p

e
rs 

w
o

rk in
 o

rg
an

izatio
n

s w
ith

 m
o

re
 au

to
m

ate
d

 

se
cu

rity to
o

ls an
d

 b
e

tte
r train

in
g

, w
h

ile
 th

e
y also

 

d
e

m
o

n
strate

d
 g

re
ate

r ad
h

e
re

n
ce

 to
 se

cu
rity 

p
o

licie
s. T

h
e

 h
ap

p
ie

st d
e

ve
lo

p
e

rs b
u

ilt m
o

re
 

se
cu

rity p
ractice

s in
to

 th
e

ir ap
p

licatio
n

s, an
d

 th
e

 

p
ip

e
lin

e
s th

at b
u

ild
 th

e
m

.

O
u

r co
m

m
u

n
ity su

rve
y also

 re
vie

w
e

d
 w

h
e

re
 

D
e

vS
e

cO
p

s in
ve

stm
e

n
ts w

e
re

 b
e

in
g

 m
ad

e
 an

d
 

to
 w

h
at e

xte
n

t th
at in

flu
e

n
ce

d
 d

e
ve

lo
p

e
r in

te
re

st 

in
 se

cu
rity. W

e
 also

 e
xp

an
d

e
d

 o
u

r list o
f to

o
l 

se
ts to

 g
e

t a p
u

lse
 o

n
 w

h
at d

e
ve

lo
p

e
rs are

 b
o

th
 

in
te

g
ratin

g
 an

d
 au

to
m

atin
g

 fo
r th

e
ir p

ro
d

u
ct 

d
e

ve
lo

p
m

e
n

t. 

F
in

ally, o
u

r re
se

arch
 d

e
lve

s in
to

 d
e

ve
lo

p
e

r 

aw
are

n
e

ss o
f b

re
ach

e
s re

late
d

 to
 so

ftw
are

 

d
e

ve
lo

p
m

e
n

t p
ractice

s. W
h

ile
 m

o
re

 in
ve

stm
e

n
ts 

h
ave

 b
e

e
n

 m
ad

e
 in

 D
e

vS
e

cO
p

s, co
n

firm
atio

n
s 

o
f b

re
ach

e
s re

m
ain

 to
o

 h
ig

h
.

W
e

 h
o

p
e

 yo
u

 e
n

jo
y th

e
 D

e
vS

e
cO

p
s C

o
m

m
u

n
ity 

S
u

rve
y, u

se
 th

e
 fin

d
in

g
s to

 re
fle

ct u
p

o
n

 yo
u

r o
w

n
 

p
ractice

s, an
d

 b
e

g
in

 n
e

w
 co

n
ve

rsatio
n

s ab
o

u
t 

w
h

at yo
u

r n
e

xt p
rio

ritie
s w

ill b
e

 fo
r 2

0
2

0
.
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atyp
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h
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a

te
d
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4
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p
e

o
p

le
 sh

are
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 th
e

ir  
vie

w
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r th
is su

rve
y.
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h

e
 to

p
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 co
u

n
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s  
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p
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se
n

te
d
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"

U
n
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"

U
n

ite
d

 K
in

g
d

o
m

 
"
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d

ia

 
"

C
an

ad
a

 
"

A
u

stralia

 
"

S
p

ain

 
"

N
e
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d
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G
e

rm
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"

S
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g
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o
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"
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W
h

ich
 title

 b
e

st m
atch

e
s yo

u
r 

ro
le

 w
ith

in
 th

e
 o

rg
an

izatio
n?

6
5

%
 o

f  
p

articip
an

ts 
are

 in
d

ivid
u

al 
co

n
trib

u
to

rs, w
ith

 
3

5
%

 id
e

n
tifyin

g
 as 

m
an

ag
e

m
e

n
t.
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O
f re

sp
o

n
d

e
n

ts to
 th

e
 su

rve
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6
8

%
 h

ave
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o
re

 th
an

  
2

5
 d

e
ve

lo
p

e
rs

in
 th

e
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rg
an

izatio
n
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W
h
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e

 o
f d

e
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p

m
e

n
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u
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P
ra

ctice
s

It’s n
o

t w
h

at w
e

 d
o

 o
n

ce
 in

 a w
h

ile
 th

at sh
ap

e
s 

o
u

r p
ractice

s, it is w
h

at w
e

 d
o

 co
n

siste
n

tly.
B

u
ckm

in
ste

r F
u

lle
r o

n
ce

 said
, “Yo

u
 n

e
ve

r ch
an

g
e

 th
in

g
s b

y fig
h

tin
g

 th
e

 e
xistin

g
 re

ality. To
 ch

an
g

e
 so

m
e

th
in

g
, 

b
u

ild
 a n

e
w

 m
o

d
e

l th
at m

ake
s th

e
 e

xistin
g

 m
o

d
e

l o
b

so
le

te
.” T

h
is is w

h
e

re
 te

ch
n

iq
u

e
 in

 D
e

vS
e

cO
p

s re
so

n
ate

s 

an
d

 cu
ltu

re
 live

s, as m
o

re
 o

rg
an

izatio
n

s im
p

le
m

e
n

t to
o

l au
to

m
atio

n
. T

h
e

y are
 in

 e
sse

n
ce

 cre
atin

g
 a n

e
w

 m
o

d
e

l 

an
d

 ch
an

g
in

g
 th

e
 w

ay ap
p

licatio
n

s are
 b

u
ilt. 

T
h

e
 in

te
g

ratio
n

 o
f se

cu
rity co

n
tro

ls in
to

 au
to

m
ate

d
 p

ip
e

lin
e

s co
n

tin
u

e
s to

 b
e

 stro
n

g
e

r in
 m

atu
re

 p
ractice

s, 

alth
o

u
g

h
 im

m
atu

re
 an

d
 e

vo
lvin

g
 D

e
vO

p
s p

ractice
s co

n
tin

u
e

 to
 in

te
g

rate
 m

o
re

 an
d

 m
o

re
 o

f th
e

se
 se

cu
rity 

co
n

tro
ls. In

 all o
rg

an
izatio

n
s, w

e
 se

e
 th

at W
e

b
 A

p
p

licatio
n

 F
ire

w
alls, In

tru
sio

n
 D

e
te

ctio
n

 S
yste

m
s, an

d
 O

p
e

n
 

S
o

u
rce

 G
o

ve
rn

an
ce

 m
ake

 u
p

 th
e

 to
p

 th
re

e
 se

cu
rity co

n
tro

ls im
p

le
m

e
n

te
d

.

In
te

g
rate

d
 to

o
lin

g
 p

ro
vid

e
s d

e
taile

d
 in

fo
rm

atio
n

 fu
rth

e
r le

ft in
 th

e
 ap

p
licatio

n
 d

e
ve

lo
p

m
e

n
t life

cycle
 an

d
 th

e
re

fo
re

 

allo
w

s d
e

ve
lo

p
e

rs to
 q

u
ickly id

e
n

tify an
d

 re
m

e
d

iate
 issu

e
s an

d
 ze

ro
-d

ay vu
ln

e
rab

ilitie
s e

arlie
r in

 th
e

 p
ro

ce
ss.
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H
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f D
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H
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p
e
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e

e
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 T
h

e
se

 to
o

ls 
are

 u
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d
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 as o
fte

n
 

b
y m

atu
re

 
p

ractice
s. 

W
h

at se
cu

rity to
o

ls d
o

 yo
u

 o
r yo

u
r te

am
 u

se? 
M

atu
re
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e

vO
p
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ractice
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A
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S
S

 G
o

ve
rn
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ce

, an
d
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S
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S
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A
re

 se
cu

rity to
o

ls p
ro

p
e
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w
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u
r te
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e
ve

lo
p

m
e

n
t p

ip
e

lin
e?
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M
atu

re
 D

e
vO

p
s te

am
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p
ro

p
e

rly in
te

g
rate

 
auto

m
ate

d
 se

curity to
o

ls

alm
o

st  
tw

o
 tim

e
s 

m
o

re
 o

fte
n

 
th

an
 im

m
ature

  
d

e
ve

lo
p

m
e

n
t  

p
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s.
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D
o

e
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u
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 p

e
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se
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rity an
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f its co
d
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S
e

curity falls sho
rt w

he
n thing

s g
e

t ship
p

e
d

 

und
e

r p
re

ssure
. T

his is no
t the

 case
 as o

fte
n

 

w
he

n se
curity is p

art o
f the

 p
ro

ce
ss.
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C
u

ltu
re

H
ap

p
in

e
ss M

atte
rs in

 D
e

vS
e

cO
p

s

C
u

ltu
re

 can
n

o
t b

e
 fo

rce
d

. It h
as to

 b
e

 n
u

rtu
re

d
. S

tro
n

g
 d

e
ve

lo
p

m
e

n
t cu

ltu
re

 is b
ase

d
 o

n
 can

d
id

 co
m

m
u

n
icatio

n
 

b
e

tw
e

e
n

 te
am

 m
e

m
b

e
rs, re

sp
e

ct p
e

o
p

le
 h

ave
 fo

r o
n

e
 an

o
th

e
r, an

d
 th

e
 ce

le
b

ratio
n

 o
f te

ch
n

ical artistry. To
g

e
th

e
r, 

cu
ltu

re
 flo

u
rish

e
s. 

O
u

r 2
0

2
0

 D
e

vS
e

cO
p

s C
o

m
m

u
n

ity S
u

rve
y re

ve
als th

at th
e

 m
o

re
 e

vo
lve

d
 D

e
vO

p
s p

ractice
s are

 in
 an

 o
rg

an
iza-

tio
n

, th
e

 h
ap

p
ie

r w
e

 fo
u

n
d

 th
e

ir d
e

ve
lo

p
e

rs. H
e

re
, w

e
’ll sh

are
 e

vid
e

n
ce

 th
at h

ap
p

y d
e

ve
lo

p
e

rs sp
e

n
d

 m
o

re
 tim

e
 

th
in

kin
g

 ab
o

u
t se

cu
rity th

an
 g

ru
m

p
y d

e
ve

lo
p

e
rs in

 le
ss m

atu
re

 o
rg

an
izatio

n
s.

S
o

 w
h

o
 are

 th
e

 h
ap

p
ie

st d
e

ve
lo

p
e

rs? W
e

 co
m

b
in

e
d

 se
ve

ral attrib
u

te
s o

f su
rve

y re
sp

o
n

d
e

n
ts, in

clu
d

in
g

 th
o

se
 

w
h

o
 w

e
re

 satisfie
d

, o
r e

xtre
m

e
ly satisfie

d
, w

ith
 th

e
ir jo

b
. T

h
e

 h
ap

p
y cre

w
 also

 re
co

m
m

e
n

d
e

d
 th

e
ir e

m
p

lo
ye

r to
 

frie
n

d
s se

e
kin

g
 a n

e
w

 jo
b

. T
h

e
y also

 h
ad

 th
e

 to
o

ls th
e

y n
e

e
d

 to
 co

m
p

le
te

 th
e

ir jo
b

, w
e

re
 m

o
re

 like
ly to

 re
ce

ive
 

train
in

g
, an

d
 w

e
re

 m
o

stly p
art o

f m
atu

re
 D

e
vO

p
s te

am
s. 

G
ru

m
p

y le
an

e
d

 in
 th

e
 o

p
p

o
site

 d
ire

ctio
n

. T
h

e
se

 d
e

ve
lo

p
e

rs d
e

m
o

n
strate

d
 lo

w
 jo

b
 satisfactio

n
 rate

s, w
o

u
ld

n’t 

re
co

m
m

e
n

d
 th

e
ir e

m
p

lo
ye

r, an
d

 h
ad

 le
ss acce

ss to
 train

in
g

. T
h

e
y also

 h
ad

 acce
ss to

 fe
w

e
r au

to
m

ate
d

 se
cu

rity 

to
o

ls co
m

p
are

d
 w

ith
 th

e
ir h

ap
p

ie
r p

e
e

rs.

O
n

e
 q

u
e

stio
n

 th
at w

e
 h

ad
 o

rig
in

ally in
te

n
d

e
d

 to
 b

e
 a h

u
m

o
ro

u
s w

as “W
h

o
 cau

se
s th

e
 m

o
st frictio

n
 in

 yo
u

r 

o
rg

an
izatio

n?” A
s it tu

rn
e

d
 o

u
t, th

e
 q

u
e

stio
n

 w
as ve

ry re
le

van
t to

 cu
ltu

re
. In

 m
atu

re
 D

e
vO

p
s p

ractice
s, d

e
ve

l-

o
p

e
rs o

ve
rw

h
e

lm
in

g
ly said

 th
at th

e
re

 w
as n

o
 frictio

n
 o

n
 th

e
ir te

am
s, w

h
ile

 in
 im

m
atu

re
 p

ractice
s m

an
ag

e
m

e
n

t 

w
as id

e
n

tifie
d

 as th
e

 ke
y so

u
rce

 o
f frictio

n
.
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e
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h
e
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 D

e
vO

p
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b
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 b
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u
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r d
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p
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y d
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d
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 frictio
n” w

o
rkin

g
 w

ith
 vario

u
s fu

n
ctio
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m
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e
ir g
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T
he

 p
ath to

 succe
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r D
e
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p
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ing
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e
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 to

 e
m

b
race

 it.  

R
e
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o

ving
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e
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d
 ste

p
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m
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 p
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ce
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and
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d
ing
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o

ntinuo
us’ e

le
m

e
nt to
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ve
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 D
e

vO
p
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e
curity ad

o
p

tio
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M
o
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tio

n
A

ctio
n
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st th
e
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"

e
ct o

f m
o

tivatio
n

, 
it’s also

 th
e

 cau
se

 o
f it.
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h

e
 o

n
ly w
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in
g
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e
t d

o
n

e
 is fo

r p
e

o
p

le
 to

 b
e

 m
o

tivate
d

 to
 d

o
 th

e
m

. In
te

g
ratin

g
 se

cu
rity 

in
to

 a so
ftw

are
 d

e
ve

lo
p

m
e

n
t life

 cycle
 can

 e
ith

e
r b

e
 m

an
d

ate
d

 o
r vo

lu
n

tary. 

O
n

ce
 ag

ain
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u
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rve
y sh

o
w

s th
at G

o
ve

rn
an

ce
 an

d
 C

o
m

p
lian

ce
 co

n
sid

e
ratio

n
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 th
e

 n
u

m
b

e
r o

n
e

 

m
o
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r in
te

g
ratin

g
 se

cu
rity in
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 D

e
vO

p
s p

ractice
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e
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u

n
d
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xe
cu

tive
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 m
atu

re
 

D
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s p
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x m
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o
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e
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te
g
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n

 o
f se
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n
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m

p
e
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tag
e
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e

n
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o
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g
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r in
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g
 th

e
 se

cu
rity p

ro
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ctio
n

 o
f an
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p
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n
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lth

o
u

g
h

 o
rg

an
izatio

n
s are

 strivin
g

 to
 g

e
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e
ad

 o
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ach

e
s, d

e
ve

lo
p

e
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o
n’t h
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e
n

o
u

g
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ve
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 b
u

ild
in

g
 se

cu
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d

e
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p
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T
he

 tim
e

 to
 m

arke
t is sho

rte
r e

ve
ry ye

ar and
 o

ld
e

r 

se
curity p

ractice
s slo

w
 d

o
w

n d
e

ve
lo

p
m

e
nt. Te

am
s 

had
 to

 find
 a w

ay to
 sp

e
e

d
 up

 w
itho

ut co
m

p
ro

m
ising

 

se
curity. T

his is ho
w

 D
e

vS
e

cO
p

s starte
d

. T
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 ultim
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g
o

al is to
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curity te
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 d
e
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p
e
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 fast, safe
 d

e
live
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d
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S
o

m
e

 fi
n

d
in

g
s in
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u

r an
n

u
al su

rve
y g

e
n

e
rate

 m
o

re
 

co
n

ve
rsatio

n
 th

an
 o

th
e

rs, an
d

 b
re

ach
e

s te
n

d
 to

 to
p

 th
e

 list. 
T

h
is ye
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%
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f re
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o
n

d
e

n
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n
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e
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r su
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e
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d
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ach
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e
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p
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n
 d

e
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lo
p

m
e

n
t p
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in
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e
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in

d
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at d
e

ve
lo

p
e

rs an
d

 D
e

vO
p

s p
ro
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ssio

n
als m
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e

 u
p

 a 

sig
n

ifican
t p

o
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n
 o

f o
u

r p
articip

an
ts w

h
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%
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e

n
tifie

d
 as in

fo
rm
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n

 o
r ap

p
licatio

n
 se

cu
rity.

O
u

r su
rve

y h
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d
 b
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ach

e
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d
 to
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p

e
n

 so
u

rce
 co

m
p

o
n

e
n

ts u
se

d
 in

 ap
p
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n

s sin
ce
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0
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. T

h
at ye

ar,  

14
%

 o
f re

sp
o

n
d

e
n

ts h
ad

 co
n

firm
e

d
 o

r su
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e
cte

d
 b

re
ach

e
s —

 it w
as th

e
 ye

ar o
f O

p
e

n
S

S
L. B

re
ach

e
s id

e
n

tifie
d

 

b
y o

u
r co

m
m

u
n

ity p
e

ake
d
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 2

0
18

 at 3
1%

 —
 th

e
 ye

ar E
q

u
ifax m

ad
e

 h
e

ad
lin

e
s. A

s p
o

st-E
q

u
ifax in

ve
stm

e
n

ts p
ay 

d
ivid

e
n

d
s, p

articip
an

ts in
 2

0
2

0
 re

ve
al th

at o
p

e
n

 so
u

rce
 re

late
d

 b
re

ach
e

s are
 d

o
w

n
 3

0
%

 fro
m

 th
e

ir h
ig

h
. T

h
at is 

g
o

o
d

 n
e

w
s. 

A
s w

ith
 m

an
y fin

d
in

g
s, w

e
 to

o
k a d

e
e

p
e

r d
ive

 to
 b

e
tte

r u
n

d
e

rstan
d

 b
re

ach
 activity. A

s yo
u

 w
ill se

e
, re

su
lts 

varie
d

 fro
m

 19
%

 –
 2

8
%

 d
e

p
e

n
d

in
g

 o
n

 th
e

 m
atu

rity o
f d

e
ve

lo
p

m
e

n
t p

ractice
s e

m
p

lo
ye

d
. C

o
n

siste
n

t w
ith

 o
u

r 

2
0

19
 fin

d
in

g
s, th

o
se

 w
ith

 m
atu
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 D

e
vO

p
s p

ractice
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g
g

e
ste

d
 m

o
re
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re

ach
e

s w
e

re
 id

e
n

tifie
d

 d
u

rin
g

 th
e

 

p
ast 12

 m
o

n
th

s. W
h

y w
o

u
ld

 m
atu

re
 o

rg
an

izatio
n

s e
xp

e
rie

n
ce

 m
o

re
 b

re
ach

e
s?

D
e

vO
p

s p
ractice

 an
d

 th
o

u
g

h
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e
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n

tin
u

e
 to

 su
g

g
e

st th
at m

atu
re

 D
e

vO
p
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re
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p
p

o
rts sce

n
ario

s 

w
h

e
re

 in
fo

rm
atio

n
 is active

ly so
u

g
h

t, n
e

w
 in

fo
rm

atio
n

 is w
e

lco
m

e
d

, an
d

 b
rid

g
in

g
 fu

n
ctio

n
al g

ro
u

p
s is a 

re
w

ard
e

d
 b

e
h

avio
r. F

ailu
re

s are
 n

o
t sile

n
t in

 m
atu

re
 D

e
vO

p
s p

ractice
s, b

u
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w
ard

e
d

. F
o

r m
atu

re
 D

e
vO

p
s 

p
ractice

s, aw
are

n
e

ss is o
n

e
 o

f th
e

 b
e

st ag
e

n
ts fo

r d
rivin

g
 ch

an
g

e
.
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o
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T
he

 tim
e

 b
e

tw
e

e
n a vulne

rab
ility anno

unce
m

e
nt 

and
 its e

xp
lo

its ap
p

e
aring

 in the
 w

ild
 is just thre

e
 

d
ays, so

 b
e

ing
 p

ro
active

 is no
w

 a m
ust.
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O
p

e
n

 S
o

u
rce

 
G

o
ve

rn
a

n
ce

W
o

rkaro
u

n
d

s to
 p

o
licy are

 co
m

m
o

n
, b

u
t h

ard
 to

 
ig

n
o

re
 w

h
e

n
 m

o
re

 au
to

m
atio

n
 is p

re
se

n
t.

A
s se

e
n

 in
 th

e
 “P

ractice
s” ch

ap
te

r, o
p

e
n

 so
u

rce
 g

o
ve

rn
an

ce
 is w

id
e

ly u
se

d
 b

y b
o

th
 m

atu
re

 an
d

 im
m

atu
re

 

D
e

vO
p

s te
am

s, b
u

t ju
st b

e
cau

se
 to

o
ls an

d
 p

o
licie

s e
xist, it d

o
e

sn’t m
e

an
 co

m
p

lian
ce

 is e
n

fo
rce

d
.

F
o

r th
e

 se
co

n
d

 ye
ar in

 a ro
w

, w
e

 h
ave

 se
e

n
 m

o
re

 d
e

ve
lo

p
e

rs fo
llo

w
in

g
 th

e
ir o

p
e

n
 so

u
rce

 g
o

ve
rn

an
ce

 p
ro

ce
sse

s 

in
 m

atu
re

 D
e

vO
p

s o
rg

an
izatio

n
s. In

 m
atu

re
 D

e
vO

p
s p

ractice
s, th

o
se

 w
h

o
 fo

llo
w

e
d

 th
e

ir o
p

e
n

 so
u

rce
 g

o
ve

rn
an

ce
 

p
o

licie
s ju

m
p

e
d

 6
 p

e
rce

n
tag

e
 p

o
in

ts sin
ce

 o
u

r 2
0

19
 su

rve
y to

 6
8

%
. M

o
re

 im
p

re
ssive

ly, th
o

se
 w

ith
 n

o
 o

r im
m

atu
re

 

D
e

vO
p

s p
ractice

s saw
 a 2

5
 p

e
rce

n
tag

e
 p

o
in

t in
cre

ase
 to

 5
0

%
.

O
p

e
n

 so
u

rce
 co

m
p

lian
ce

 is n
o

t tie
d

 to
 au

to
m

atio
n

 alo
n

e
. D

e
ve

lo
p

e
r jo

b
 satisfactio

n
 d

e
m

o
n

strate
s a stro

n
g

 

co
rre

latio
n

 to
 co

m
p

lian
ce

. H
ap

p
ie

r d
e

ve
lo

p
e

rs w
e

re
 1.3

x m
o

re
 like

ly to
 fo

llo
w

 th
e

ir p
o

licie
s co

m
p

are
d

 to
 g

ru
m

p
y 

d
e

ve
lo

p
e

rs.

W
ith

 8
0

 –
 9

0
%

 o
f an

 ap
p

licatio
n

 co
d

e
 b

ase
 asse

m
b

le
d

 fro
m

 o
p

e
n

 so
u

rce
 co

m
p

o
n

e
n

ts, it’s n
ice

 to
 se

e
 th

e
 

g
ro

w
in

g
 in

te
re

st an
d

 rig
o

r aro
u

n
d

 m
an

ag
in

g
 so

ftw
are

 su
p

p
ly ch

ain
s.
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